Piedmont Physical Medicine & Rehabilitation, PA, HIPAA BREACH POLICY

It is the policy of Piedmont Physical Medicine and Rehabilitation, PA. to notify all individuals affected by a reportable breach of protected health information (PHI).  In large scale breaches other notifications may be required.

RATIONALE

The American Recovery and Reinvestment Act of 2009 (ARRA) was signed into law in 2009.

Title XIII of ARRA is the Health Information Technology for Economic and Clinical Health Act

(HITECH). HITECH significantly impacts the Health Insurance Portability and Accountability

Act (HIPAA) Privacy and Security Rules. While HIPAA did not require notification when

patient PHI was inappropriately disclosed, covered entities may have chosen to include

notifications as part of the mitigation process. HITECH does require notification of certain

breaches of unsecured PHI to the following: Individuals, Department of Health and Human

Services (HHS), and the media.

DEFINITION(S)

Access: The ability or the means necessary to read, write, modify or communicate

data/information or otherwise use any system resource. (45 CFR § 164.304.)

Breach: The term ‘breach’ means the unauthorized acquisition, access, use or disclosure of

personal or protected health information (PHI) which compromises the security or privacy of

such information, except where an unauthorized person to whom such information is disclosed

would not reasonably have been able to retain such information.

The term ‘breach’ does not include:


1) Any unintentional acquisition, access, or use of PHI by an employee or individual acting

under the authority of Piedmont Physical Medicine and Rehabilitation, PA. if

a) Such acquisition, access, or use was made in good faith and within the course and

scope of the employment or other professional relationship of such employee or

individual, respectively, with Piedmont Physical Medicine and Rehabilitation, PA. and

b) Such information is not further acquired, accessed, used or disclosed by any person;

or

2) Any inadvertent disclosure from an individual who is otherwise authorized to access PHI

           at Piedmont Physical Medicine and Rehabilitation, PA and

3) Any such information received as a result of such disclosure is not further acquired,

accessed, used, or disclosed by any person without patient authorization.

Covered Entity: A health plan, health care clearinghouse, or a healthcare provider who

transmits any health information in electronic form. ( 45 CFR § 160.103)

Disclosure: The release, transfer, provision of access to or divulgence of information in any

other manner outside the entity holding the information. (45 CFR § 160.103)

Health Information Portability and Accountability Act of 1996 (HIPAA): To improve

the efficiency and effectiveness of the health care system, the Health Insurance Portability and

Accountability Act of 1996, Public Law 104-191, included Administrative Simplification

provisions that required Health and Human Services to adopt national standards for electronic

health care transactions and code sets, unique health identifiers, and security. At the same time, Congress recognized that advances in electronic technology could erode the privacy of health information. Consequently, Congress incorporated into HIPAA provisions that mandated the adoption of federal privacy protections for individually identifiable health information.

Health Information Technology for Economic and Clinical Health Act (HITECH): The Health Information Technology for Economic and Clinical Health Act is part of the American Recovery and Reinvestment Act of 2009 (ARRA). HITECH broadens the scope of privacy and security protections already available under HIPAA. This law also increases the potential legal liability for non-compliance and provides for more enforcement. HITECH requires data breach notification for unauthorized uses and disclosures of “unsecured PHI” (unencrypted personal

health information). These breach notification requirements are similar to most state data breach laws related to personal information. For those health providers with an electronic health record (EHR) system in place, patients have a right to obtain a copy of PHI in electronic format. Patients also may have their records sent to a third-party for a fee that is equal to the 

labor cost to produce. Additionally, business associates are now subject to the same data privacy and security requirements, including the civil and criminal penalties, as those HIPAA covered entities they work with.
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Individually Identifiable Health Information: Information that is a subset of health information, including demographic information collected from an individual, and is created or received by a health care provider, health plan, employer, or health care clearinghouse; and relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and identifies the individual; or with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

Law Enforcement Official: Any officer or employee of an agency or authority of the United

States, a State, a territory, a political subdivision of a State or territory, or an Indian tribe who is

empowered by law to investigate or conduct an official inquiry into a potential violation of law;

or prosecute or otherwise conduct a criminal, civil, or administrative proceeding arising from an

alleged violation of law.4 (45 CFR § 164.103)

Protected Health Information: Individually identifiable health information transmitted or

maintained in any form or medium. Protected health information excludes (i) individually

identifiable health information in education records covered by the Family Educational Rights

and Privacy Act, as amended, 20 U.S.C. § 1232g, (ii) records described at 20 U.S.C. §

1232g(a)(4)(B)(iv), and (iii) employment records held by BSHSI in its role as employer.

Unsecured Protected Health Information: Protected health information (PHI) that is not

rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of technology or methodology specified by the secretary in the guidance issued under Section

13402(h) (2) of Pub.L. 11-5 on the HHS website.

Electronic PHI that has been encrypted as specified in the HIPAA Security Rule by use of an

algorithmic process to transform data into a form in which there is a low probability of assigning

meaning without the use of a confidential process or key and such confidential process or key

that might enable decryption has not been breached. To avoid a breach of the confidential

process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt.

Workforce Member: The term “workforce” means all employees, volunteers, trainees, students, and individuals who have access to Piedmont Physical Medicine and Rehabilitation, PA.  Information systems per an agreement, and other persons whose conduct, in the performance of work for Piedmont Physical Medicine and Rehabilitation, PA., is under the direct control of Piedmont Physical Medicine and Rehabilitation, PA., whether or not they are paid by Piedmont Physical Medicine and Rehabilitation, PA.
